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	Acronyms
	Full form

	ACSC
	Australian Cyber Security Centre 

	ASD
	Australian Signals Directorate 

	DCDD
	Department of Corporate and Digital Development 

	DTBAR
	Department of Trade, Business and Asian Relations.

	CIP
	Cyber Invest Plan
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[bookmark: _Toc203383420][bookmark: _Toc204941159][bookmark: _Toc209703351][bookmark: _Toc203383426]Objectives
The Cyber Invest Business Program (the program) is a Northern Territory Government (NT Government) initiative to support small to medium Territory businesses to improve their cybersecurity and resilience to protect against common cybersecurity threats and their impacts. 
The program provides support for Territory small to medium businesses to access professional services from approved service providers to implement a Cyber Invest Plan (CIP) to: 
a) enhance their protection and resilience against cybersecurity threats
b) reduce the risk of compromise to their business systems and data
c) avoid business disruption and reputational damage that can result from cyberattacks.
Investing in cybersecurity controls and supporting business processes can prevent cybersecurity incidents like business email compromise (BEC) and ransomware.
If you are a business considering partnering with Defence, read about the Defence Industry Security Program (DISP).[footnoteRef:2] [2:  https://www.defence.gov.au/business-industry/industry-governance/industry-regulators/defence-industry-security-program ] 

[bookmark: _Toc209703352][bookmark: _Hlk187919166][bookmark: _Hlk181028703]Program overview 
The program provides support for Territory businesses to access professional services from approved service providers to implement a CIP proposal. 
[bookmark: _Toc181028362][bookmark: _Toc181028363][bookmark: _Hlk181028818]The program will support Territory small to medium businesses:
a) to invest in cybersecurity controls aligned to international or Australian cybersecurity frameworks, manage cyber assurance and enhance related business processes
b) undertake cyber resilience and preparedness activities.
Funding of up to $10,000 is available to reimburse 50% of the cost of eligible services provided by an approved service provider. Businesses can access funding across a single or multiple applications within each financial year to a total of $10,000.
Funding will be reimbursed after the approved work is completed and acquittal is accepted.
If you need to change the approved works or scope, you must reapply with new quotes.
To cancel your grant or not proceed with the approved works, contact the department.
The program will be delivered across rounds. Applications may only be submitted during the declared rounds. No late submissions will be accepted or taken in advance. 
Proposed rounds for the program will be advertised on the Cyber NT website[footnoteRef:3]. The number of rounds is dependent on the allocated funding and are subject to change without notice. [3:  https://cyber.nt.gov.au ] 

Once funding allocation is exhausted the program will close until the next funding period.
[bookmark: _Toc203383434][bookmark: _Toc209703353][bookmark: _Hlk181605784]Eligibility criteria
[bookmark: _Toc186805180][bookmark: _Toc186805252][bookmark: _Toc203383435][bookmark: _Toc209703354]Eligible applicant
Eligible grant applicants are the following.
You must meet all the following criteria to apply: 
a) be a small to medium size business with under 200 full-time equivalent employees, including owners and directors
b) be a Territory Enterprise (see key definitions)
c) hold a valid Australian Business Number (ABN) active for at least 3 months before applying
d) have a turnover of more than $75,000 but less than $10 million.
The department reserves the right to decide in its sole discretion if an applicant is an eligible recipient. 
[bookmark: _Toc203383436][bookmark: _Toc209703355]Excluded applicants
Excluded grant applicants:
a) private and public educational institutions, government agencies and government owned bodies, statutory corporations and local government bodies
b) publicly listed companies
c) grant recipient or owners or directors who are insolvent or have an undischarged bankruptcy
d) has outstanding grant acquittals or unmet obligations from previous NT Government funding
e) have received $10,000 in the current financial year through the Cyber Invest Business Program
f) have a conflict of interest with the approved service provider
g) are a recipient of funding from the Australian Government under the Defence Industry Support Program
h) other excluded businesses as may be determined by the department in their absolute discretion.
[bookmark: _Toc181028372][bookmark: _Toc203383438][bookmark: _Toc209703356]Excluded services and expenditure 
The program is unable to support:
a) cybersecurity incident response services, including for a current cyberattack incident response management
b) updates to websites that are not related to implementing a cybersecurity control
c) services that may be subject to copyright or intellectual property disputes
d) services that the approved service provider has not established clear instructions or advice on the use / installation, and management of for the benefit of the eligible applicant
e) ongoing cybersecurity audits or assurance activities
f) physical security upgrades
g) ongoing maintenance with an approved service provider
h) equipment (e.g. computers or laptops, or technology already procured, purchased or installed prior to the approval of this grant)
i) memberships, accreditation, certification, registration or joining fees
j) business travel, transport and accommodation costs relating to the delivery of these services
k) services from related parties or already being provided through another program or that commenced before funding is approved.
Approved service providers are not permitted to provide funded services under this program where any conflict of interest exists. 
[bookmark: _Toc181028367][bookmark: _Toc175043292][bookmark: _Toc175043293][bookmark: _Toc175043294][bookmark: _Toc175043295][bookmark: _Toc175043296][bookmark: _Toc175043297][bookmark: _Toc174546427][bookmark: _Toc174601423][bookmark: _Toc174601579][bookmark: _Toc175043298][bookmark: _Toc174546437][bookmark: _Toc174601433][bookmark: _Toc174601589][bookmark: _Toc175043308][bookmark: _Toc209703357][bookmark: _Hlk181029549]Eligible services 
Work with your chosen approved service provider to develop a CIP proposal. The CIP proposal should detail the scope and deliverables. 
Professional services available under the program may include:
a) implementation of cybersecurity controls uplift and associated business policy and process uplift, including implementation of software as a service (SaaS) and cyber assurance 
b) implementation or transition to managed service provider services or cloud services 
c) development / review of business continuity plans to incorporate cybersecurity incident management 
d) development of a cybersecurity incident plan
e) cybersecurity incident exercise preparedness activities. 
Service providers will be expected to provide a CIP proposal to the applicant as part of quoting under the program. 
The CIP proposal must align with at least one of the following support categories the grant applicant is applying for.
Only one grant will be available for an assurance activity. However, you can apply for multiple grants for cybersecurity controls uplift or another eligible service.
The CIP proposal should not duplicate services available for free to businesses. 
[bookmark: _Toc204878034][bookmark: _Toc209703358]Support categories
[bookmark: _Toc204878035][bookmark: _Toc209703359]Cybersecurity controls uplift
Prepare a CIP proposal that addresses the following components:
a) scope of the operating environment/s (ICT, Internet of Things or Operational Technology) subject to the uplift proposal.
b) international or Australian cybersecurity standard, framework or guidance being implemented.
a. Note: Australian Government cybersecurity standards, such as the Essential Eight, may be required for contracting to governments and government suppliers. 
c) technical control, business policy, assurance activity or security services to be implemented and the related cyberthreats being addressed.
d) any SaaS being implemented and implementation services (may contribute to service costs to implement and subscription costs).
e) any services being transitioned to managed service provider services or cloud services.
f) confirm a cybersecurity audit, threat or risk assessment has been undertaken to inform a proposal for cybersecurity controls uplift. 
The grant applicant should ensure they are familiar with the following guidance published by the Australian Signals Directorate (ASD).
· Resources for small businesses[footnoteRef:4] [4:  https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber security ] 

· Small business cyber security guide[footnoteRef:5] [5:  https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cyber-security-guide ] 

· Small business cloud security guide[footnoteRef:6] [6:  https://www.cyber.gov.au/resources-business-and-government/essential-cyber security/small-business-cyber security/small-business-cloud-security-guides ] 

· Essential Eight[footnoteRef:7] [7:  https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight ] 

· Questions to ask managed service providers [footnoteRef:8] [8:  https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/outsourcing-and-procurement/managed-services/questions-ask-managed-service-providers ] 

· Protecting against business email compromise[footnoteRef:9] [9:  https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/email-hardening/protecting-against-business-email-compromise ] 

· Preventing business email compromise[footnoteRef:10] [10:  https://www.cyber.gov.au/protect-yourself/securing-your-email/email-security/preventing-business-email-compromise ] 

The grant applicant should refer to the recommended ASD and international cybersecurity frameworks and guidance for ICT, Internet of Things and Operational Technology environments as detailed in the Cyber Invest Business Program service provider terms and conditions.
[bookmark: _Toc209703360][bookmark: _Toc204878036]Cyber resilience plans and activities  
Develop a CIP proposal to support cyber resilience and / or business continuity for the management of a cybersecurity incident. 
Activities may include development of a:
a) tailored cybersecurity incident response plan relevant to the operations of the business
b) new, or review of an existing, business continuity plan to incorporate cybersecurity incident management and managing the consequences arising from a cybersecurity incident 
c) tailored cybersecurity incident exercise and evaluation report.


The CIP proposal must identify if the:
a) ASD Incident Response Plan templates are to be used and tailored
b) ASD Exercise in the Box resources are to be used and tailored
c) cybersecurity incident type/s subject to the exercise and / or plan.
Recommended frameworks and / or guidance and resources:
· Ransomware Emergency Response Guide[footnoteRef:11] [11:  https://www.cyber.gov.au/sites/default/files/2023-03/ACSC_Ransomware_Emergency_Response_Guide_0.pdf] 

· Email attacks emergency response guide[footnoteRef:12]  [12:  https://www.cyber.gov.au/sites/default/files/2023-04/Email%20attacks_Emergency%20Response%20Guide.pdf ] 

· Cyber security incident response planning: Executive guidance[footnoteRef:13] [13:  https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cyber security-incident-response-planning-executive-guidance] 

· Cyber security incident response planning: Practitioner guidance[footnoteRef:14]  [14:  https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cyber security-incident-response-planning-practitioner-guidance] 

· Exercise in a Box[footnoteRef:15] [15:  https://www.cyber.gov.au/resources-business-and-government/exercise-in-a-box ] 

[bookmark: _Toc204878037][bookmark: _Toc209703361]Subscription services
[bookmark: _Toc186805175][bookmark: _Toc186805247][bookmark: _Toc186805176][bookmark: _Toc186805248][bookmark: _Toc186805177][bookmark: _Toc186805249][bookmark: _Toc186805178][bookmark: _Toc186805250][bookmark: _Toc174541675][bookmark: _Toc174544644][bookmark: _Toc174545940][bookmark: _Toc174546086][bookmark: _Toc174546444][bookmark: _Toc174601440][bookmark: _Toc174601596][bookmark: _Toc174541676][bookmark: _Toc174544645][bookmark: _Toc174545941][bookmark: _Toc174546087][bookmark: _Toc174546445][bookmark: _Toc174601441][bookmark: _Toc174601597][bookmark: _Toc174541677][bookmark: _Toc174544646][bookmark: _Toc174545942][bookmark: _Toc174546088][bookmark: _Toc174546446][bookmark: _Toc174601442][bookmark: _Toc174601598][bookmark: _Toc174541678][bookmark: _Toc174544647][bookmark: _Toc174545943][bookmark: _Toc174546089][bookmark: _Toc174546447][bookmark: _Toc174601443][bookmark: _Toc174601599][bookmark: _Toc174541679][bookmark: _Toc174544648][bookmark: _Toc174545944][bookmark: _Toc174546090][bookmark: _Toc174546448][bookmark: _Toc174601444][bookmark: _Toc174601600][bookmark: _Toc174541680][bookmark: _Toc174544649][bookmark: _Toc174545945][bookmark: _Toc174546091][bookmark: _Toc174546449][bookmark: _Toc174601445][bookmark: _Toc174601601][bookmark: _Toc174541681][bookmark: _Toc174544650][bookmark: _Toc174545946][bookmark: _Toc174546092][bookmark: _Toc174546450][bookmark: _Toc174601446][bookmark: _Toc174601602][bookmark: _Toc174541682][bookmark: _Toc174544651][bookmark: _Toc174545947][bookmark: _Toc174546093][bookmark: _Toc174546451][bookmark: _Toc174601447][bookmark: _Toc174601603][bookmark: _Toc174541683][bookmark: _Toc174544652][bookmark: _Toc174545948][bookmark: _Toc174546094][bookmark: _Toc174546452][bookmark: _Toc174601448][bookmark: _Toc174601604][bookmark: _Toc174541684][bookmark: _Toc174544653][bookmark: _Toc174545949][bookmark: _Toc174546095][bookmark: _Toc174546453][bookmark: _Toc174601449][bookmark: _Toc174601605][bookmark: _Toc174541685][bookmark: _Toc174544654][bookmark: _Toc174545950][bookmark: _Toc174546096][bookmark: _Toc174546454][bookmark: _Toc174601450][bookmark: _Toc174601606][bookmark: _Toc174541686][bookmark: _Toc174544655][bookmark: _Toc174545951][bookmark: _Toc174546097][bookmark: _Toc174546455][bookmark: _Toc174601451][bookmark: _Toc174601607][bookmark: _Toc174541687][bookmark: _Toc174544656][bookmark: _Toc174545952][bookmark: _Toc174546098][bookmark: _Toc174546456][bookmark: _Toc174601452][bookmark: _Toc174601608][bookmark: _Toc174541688][bookmark: _Toc174544657][bookmark: _Toc174545953][bookmark: _Toc174546099][bookmark: _Toc174546457][bookmark: _Toc174601453][bookmark: _Toc174601609][bookmark: _Toc174541690][bookmark: _Toc174544659][bookmark: _Toc174545955][bookmark: _Toc174546101][bookmark: _Toc174546459][bookmark: _Toc174601455][bookmark: _Toc174601611][bookmark: _Toc174541691][bookmark: _Toc174544660][bookmark: _Toc174545956][bookmark: _Toc174546102][bookmark: _Toc174546460][bookmark: _Toc174601456][bookmark: _Toc174601612][bookmark: _Toc174541693][bookmark: _Toc174544662][bookmark: _Toc174545958][bookmark: _Toc174546104][bookmark: _Toc174546462][bookmark: _Toc174601458][bookmark: _Toc174601614][bookmark: _Toc174541694][bookmark: _Toc174544663][bookmark: _Toc174545959][bookmark: _Toc174546105][bookmark: _Toc174546463][bookmark: _Toc174601459][bookmark: _Toc174601615][bookmark: _Toc203383433][bookmark: _Toc203383439]Where the CIP proposal includes subscription to SaaS or managed service providers, the plan must:
a) detail the cybersecurity controls provided within the services 
b) duration of the subscription agreement (e.g. annual) proposed to be incorporated within the grant application 
c) address the cyberthreat and risk areas.
Inclusion of subscriptions to managed services of up to 24 months duration may be accepted, subject to a service contract agreement and the grant applicant making payment in full prior to grant acquittal.  
Subscriptions to SaaS of up to 24 months duration may be accepted, subject to the service provider and grant applicant providing evidence of SaaS licence agreements and subscription payments to the SaaS provider in full prior to grant acquittal.
[bookmark: _Toc209703362]Before you apply
[bookmark: _Toc203383427][bookmark: _Toc209703363]Step 1. Applicants must understand their cybersecurity posture
Grant applicants should undertake a cybersecurity threat or risk assessment to inform the CIP proposal. 
A cybersecurity threat or risk assessment is not an eligible service for the purpose of the Cyber Invest Business Grant. This activity should occur before applying for the grant or as part of developing the CIP proposal. 
Access free services 
Grant applicants are encouraged to review free guidance and services available to review their current cybersecurity posture and the cybersecurity threats relevant to their business prior to making a grant application.
If your business has 19 or less employees, complete the Small Business Cyber Resilience Service assessment. This free service is provided by the Australian Government and IDCARE and is available on the IDCARE website[footnoteRef:16]. Have this assessment ready when you meet with your service provider. [16:  https://www.idcare.org/smallbusiness ] 

The free Cyber Security Checklist[footnoteRef:17] and other guidance[footnoteRef:18] provided by the Australian Government’s Department of Business supports small businesses to assess policy needs and the protection of customer information.  [17:  https://business.gov.au/online-and-digital/cyber-security/cyber-security-checklist ]  [18:  https://business.gov.au/online-and-digital/cyber-security ] 

Cyber Wardens[footnoteRef:19] provides free cybersecurity awareness training and education for small businesses.  Cyber Wardens is delivered by the Council of Small Business Organisations of Australia, and it was developed with partners including the ASD and industry alliance members: Telstra and CommBank.  [19:  https://cyberwardens.com.au/ ] 

Grant applicants are strongly encouraged to access the Cyber Wardens service to support increased staff awareness to complement a CIP.
[bookmark: _Toc203383431][bookmark: _Toc209703364]Step 2. Engage an eligible service provider
Choose an approved service provider from the list of approved service providers’[footnoteRef:20] on the Business Territory website or investigate if your ICT or cybersecurity provider is applying to be an approved service provider. [20:  https://business.nt.gov.au/help-for-business/applying-for-business-funding-and-grants/service-provider-directory ] 

The approved service provider will work with you to develop the CIP proposal and quotation for the grant application. Consider a cyberthreat and risk assessment to inform the CIP proposal.
ASD provide a simple and practical list of questions to ask managed service providers. Depending on your current or future ICT arrangements, consider this tool when engaging professional ICT and cybersecurity service providers to provide managed services. 
Review Questions to ask managed service providers[footnoteRef:21] and refer to the guidance listed at section 4.1.  [21:  https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/outsourcing-and-procurement/managed-services ] 

[bookmark: _Toc206568827][bookmark: _Toc206838696][bookmark: _Toc209703365]Service providers
Grant applicants participating in the program can only receive funding for eligible services provided by an approved service provider. Service providers must be a Territory Enterprise.
Service providers must submit a ‘Cyber Invest Service Provider’ application form via GrantsNT and be assessed and approved as a supplier.
Grant applicants can also nominate any business that meets the ‘service provider eligibility’ criteria to deliver eligible services. 
If the nominated service provider is not an approved provider, the service provider will need to apply for approval and be assessed as successful before the grant application can be assessed. This will result in longer grant application processing times. 
Grant applicants can choose from a list of approved service providers’. A grant applicant may seek multiple quotations.
For more information, read the Service Provider Terms and Conditions on CyberNT website. 
[bookmark: _Toc209703366]Application process
Applications including the CIP proposal from your eligible service provider must be made to the department on the GrantsNT application form provided and in accordance with these terms and conditions and any other information for grant applicants published from time to time. 
The application must be completed and submitted by the grant applicant. The application includes submitting templated CIP proposal detailing the scope of work and the valid quote from the eligible service provider. 
Sensitive information about your organisation such as a cybersecurity controls audit or risk assessment should not be included in the application.
An approved service provider cannot complete or lodge an application for funding on behalf of the grant applicant.
[bookmark: _Toc174545968][bookmark: _Toc174546114][bookmark: _Toc174546472][bookmark: _Toc174601473][bookmark: _Toc174601629][bookmark: _Toc175043326][bookmark: _Toc174545969][bookmark: _Toc174546115][bookmark: _Toc174546473][bookmark: _Toc174601474][bookmark: _Toc174601630][bookmark: _Toc175043327][bookmark: _Toc174545970][bookmark: _Toc174546116][bookmark: _Toc174546474][bookmark: _Toc174601475][bookmark: _Toc174601631][bookmark: _Toc175043328][bookmark: _Toc174545971][bookmark: _Toc174546117][bookmark: _Toc174546475][bookmark: _Toc174601476][bookmark: _Toc174601632][bookmark: _Toc175043329][bookmark: _Toc174545972][bookmark: _Toc174546118][bookmark: _Toc174546476][bookmark: _Toc174601477][bookmark: _Toc174601633][bookmark: _Toc175043330][bookmark: _Toc174545973][bookmark: _Toc174546119][bookmark: _Toc174546477][bookmark: _Toc174601478][bookmark: _Toc174601634][bookmark: _Toc175043331][bookmark: _Toc174545974][bookmark: _Toc174546120][bookmark: _Toc174546478][bookmark: _Toc174601479][bookmark: _Toc174601635][bookmark: _Toc175043332][bookmark: _Toc174545975][bookmark: _Toc174546121][bookmark: _Toc174546479][bookmark: _Toc174601480][bookmark: _Toc174601636][bookmark: _Toc175043333][bookmark: _Toc203383440][bookmark: _Toc209703367][bookmark: _Hlk181030908]GrantsNT application process
Step 1. Register for a GrantsNT [footnoteRef:22]account and set up an ‘Individual Profile’ and ‘Organisation Profile’ on GrantsNT.   [22:  https://grantsnt.nt.gov.au/ ] 

If you already have the required account, you can proceed to step 2.
Applications will not be accepted through other methods.  
Step 2. Login to GrantsNT and complete an online application and attach all the following information:
a) Financial documents 
One of the following: 
i. Profit and Loss statement for the previous 12-month period 
ii. Four most recent BAS statements (or notice of assessment), or a 
iii. Letter from a certified accountant detailing actual income for the previous 12-month period. 
b) the CIP proposal 


c) attach the quote from a service provider with the experience and expertise needed 
The quote must include: 
a. quote number and date 
b. quotation expiry date
c. your provider's ABN (Australian Business Number) 
d. your provider’s business name
e. your provider's contact person and their details 
f. your business entity name 
g. your business address 
h. terms and conditions of payment to your provider 
i. a detailed description of the eligible services being proposed, including scope of licensing agreements for SaaS or managed services
j. details of any subcontracted work including the name and contact details of the subcontractor and corresponding value of work undertaken by each subcontractor
k. details of employees assigned to the work (name)
l. the estimated start and completion dates 
m. a full cost breakdown including a separate subtotal (excluding GST), GST amount and total cost (including GST).
Step 3. Review and submit your online application. 
Ensure that you have accurately provided all the required information. Your application will not be approved unless you have provided all the above documentation. 
Additional requests for information may occur
[bookmark: _Toc174541706][bookmark: _Toc174544676][bookmark: _Toc174545982][bookmark: _Toc174546128][bookmark: _Toc174546486][bookmark: _Toc174601482][bookmark: _Toc174601638][bookmark: _Toc174541707][bookmark: _Toc174544677][bookmark: _Toc174545983][bookmark: _Toc174546129][bookmark: _Toc174546487][bookmark: _Toc174601483][bookmark: _Toc174601639][bookmark: _Toc174541708][bookmark: _Toc174544678][bookmark: _Toc174545984][bookmark: _Toc174546130][bookmark: _Toc174546488][bookmark: _Toc174601484][bookmark: _Toc174601640][bookmark: _Toc174541709][bookmark: _Toc174544679][bookmark: _Toc174545985][bookmark: _Toc174546131][bookmark: _Toc174546489][bookmark: _Toc174601485][bookmark: _Toc174601641][bookmark: _Toc203383441]Once you submit your online application, you will receive an application number via email to the email address registered under the ‘Application Contact’.
[bookmark: _Toc209703368]Application assessment 
Step 1. Application received. 
Application received by the department through GrantsNT. 
Step 2. Eligibility assessment. 
The grant applicant will be assessed for eligibility by departmental officers.
Step 3. Service provider assessment.
The service provider will be assessed to confirm they are an approved service provider for the requested serviced. 
Listed service providers have already been approved for elected services. 
Non-listed service providers will be required to apply for approval, this could result in extended processing times.

Step 4. CIP proposal and expenditure assessment.
The CIP proposal, quote, budget and requested funding amount will be assessed for business eligibility.
Step 5. Application outcome. 
Grant applicants will receive a notification of the outcome of their application within an estimated 5 weeks after submission.
Step 6. Funding agreement. 
Grant applicants that are approved to participate in this program will be provided with a grant agreement detailing all the terms on which the grant is to be made.  
[bookmark: _Toc209703369][bookmark: _Toc203383442]Funding agreements
Successful grant applicants will be required to enter into a legally binding funding agreement with the NT Government. 
Grant applicants who receive a funding offer will need to accept the offer within 14 days from notification. Funded activities must be completed within a period of 6 months from receiving a funding offer. Specific dates will be included in the funding agreement. 
Eligible services must not commence until the successful applicant has signed the relevant grant agreement and received formal approval from the department.
Unsuccessful applicants will receive a notification from GrantsNT.
[bookmark: _Toc209703370]Payment of funds
Funding reimbursement will be released in one payment after the approved works are completed and an acquittal has been accepted by the department.
If the final invoice exceeds the approved funding amount or includes ineligible items, the grant applicant must pay the difference from their own funds. Any additional work outside the approved scope must be invoiced separately and is excluded from the grant acquittal process.  
In some situations, the department may include special conditions in the funding agreement which may change the schedule of payments.
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All successful grant applicants will be required to comply with the program acquittal, reporting and evaluation requirements. Acquittal must be submitted upon completion of the funded works. 
Specific dates and details relevant to successful applications will be included in the funding agreement. 
As part of the acquittal process, grant recipients will be required to submit the following: 
a) evidence of works completed by the service provider that aligns with the approved quotation 
b) evidence of payment for funded works under this program either a receipt of payment or remittance invoice
b) undertake a program evaluation questionnaire on completion of the eligible service. 
Acquittals will be completed through GrantsNT. Details regarding acquittal timings can be found in individual grant agreements. 
Successful grant applicants may also be required to participate in project reports. With notice, an officer from the department may request an update on your project. 
Grant applicants may be contacted to gather feedback on their experience with the program, this information will help to improve the program and ensure it is meeting its intended objectives and outcomes.
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[bookmark: _Toc209703373]Financial rebates, discounts, financial benefits, and incentives
Should any proposed eligible services include services and / or goods or materials that already entitle the eligible recipient to a rebate, discount, or other financial benefit whether from the NT Government or not ('benefit'), the grant funding amount or amounts will be reduced by the amount of such benefit to avoid grant duplication. 
An eligible service provider must not offer to a grant applicant, and a grant applicant must not ask for or accept from the eligible service provider (or anyone acting on behalf of the eligible service provider), any offer of a benefit (whether monetary or otherwise) to the grant applicant or any third party, as inducement to the grant applicant to accept a quotation, other than the completion of the eligible services set out and described in the quotation. 
[bookmark: _Toc36213260][bookmark: _Toc39166102][bookmark: _Toc58420061][bookmark: _Toc58423712][bookmark: _Toc133579591][bookmark: _Toc203383454][bookmark: _Toc209703374]Privacy
[bookmark: _Toc36213261][bookmark: _Toc39166103][bookmark: _Toc58420062][bookmark: _Toc58423713][bookmark: _Toc133579592][bookmark: _Toc203383455]In this section, a reference to “you” is a reference to a participant.
The department is bound by the Information Act 2002 (NT) and will only ever use information in accordance with the NT Government’s Information Privacy Principles. These principles are available on the Information Commissioner Northern Territory website[footnoteRef:23] or call 1800 005 610. [23:  www.infocomm.nt.gov.au/privacy/information-privacy-principles ] 

Recipients should read the department’s Privacy Policy[footnoteRef:24] and note that by providing information to the department or to any other NT Government agency for the purposes of  the program, all participants agree to the following privacy statement. [24:  https://dtbar.nt.gov.au/publications/corporate/privacy-policy  ] 

Information collected as part of the program application process is collected in accordance with the Program’s terms and conditions and for the purposes of assessing participant eligibility, audit, monitoring, evaluation, and reporting.
By applying to participate in the program, you consent to the NT Government:
a) sharing information with any NT Government agencies for the purpose of the department managing and administering services it provides to other agencies
b) storing information, including personal information (such as names and personal contact details).  Personal Information may be stored outside the NT (but not outside Australia)
c) using the information for the purposes outlined in the terms and conditions of the program and the privacy policy and
d) releasing non-sensitive information, de-identified data in accordance with the NT Government’s open data policy.
If you have provided personal information of another individual to the NT Government, you warrant that you have informed the person to whom the personal information relates that the personal information will be provided to the NT Government, and of the NT Government’s intended use of this personal information, and that you have obtained consent from all such persons to allow the NT Government to use and disclose their personal information in this manner.
[bookmark: _Toc209703375]Due diligence, audit and compliance with law
[bookmark: _Toc35518769][bookmark: _Toc57622480][bookmark: _Toc58420063][bookmark: _Toc58423714][bookmark: _Toc133579593][bookmark: _Toc203383456]All grant participants in the program acknowledge the following.
a) That the department will conduct such due diligence enquiries as it sees fit to ensure the integrity of the program and that the allocated funding is used strictly in accordance with the intent of the relevant government policy. Such enquiries may include (but are not necessarily limited to) company, association and business name searches on a business, title and other searches for the premises, searches of the courts and / or the trustee in bankruptcy and enquiries of private businesses or institutions as the department sees fit; and 
b) That it is a condition of participation in the program that providers and recipients comply with all relevant laws, including the Payroll Tax Act 2009 and Taxation Administration Act 2007 and, without limitation, that participants ensure they are aware of their obligations under the Independent Commissioner Against Corruption Act 2017 (the Act) and that none of their officers, employees, and / or members engage in improper conduct as that term is defined in the Act; and 
c) Participants must exercise utmost integrity and honesty in all their dealings with the department. Misleading and / or deceptive conduct in relation to any aspect of a participant’s activity under the program may result in cancellation of the right to participate (including an obligation to repay any monies not already committed). 
d) All participants in the program acknowledge and expressly agree to the department seeking from and sharing information with other NT Government agencies, as well as such external professional advisers as it may need to do to assess eligibility, such as conveyancers / solicitors. 
e) [bookmark: _Int_sWu53XSg]Participants must present, upon request by the department within 10 working days of the request, any documentation required by the department that is related to its eligibility to participate in the program and expenditure of any grant made. 
f) The department reserves the right to conduct an audit at any time before or after the completion of the eligible services within 12 months after the program’s end date. 
g) By applying to participate in the program, service providers and recipients declare that they expressly agree to the department having access to any private register of information in relation to the provider or recipient, and to the department using, storing, and releasing for lawful purposes, their information, including personal information.
h) [bookmark: _Int_ENdN0Pir]Eligible recipients must provide a statutory declaration in the form and as to the matters as required by the department from time to time and published on the website. Persons who cannot make the declaration truthfully of their own personal knowledge will not have their business admitted participating in the program.
[bookmark: _Toc209703376]Release of indemnity
[bookmark: _Toc206568891][bookmark: _Toc206838760][bookmark: _Toc206568892][bookmark: _Toc206838761][bookmark: _Toc206568893][bookmark: _Toc206838762][bookmark: _Toc203383458]By applying to participate and as a continuing obligation throughout any period of participation in the program, the applicant declares and warrants to the department that they have read, understood and fully accept these terms and conditions and fully release and indemnify the department against any loss or damage they may suffer of any nature whatsoever (including without limitation personal injury or death) caused or contributed to by participation in the program.
[bookmark: _Toc209703377]Feedback
[bookmark: _Toc174616494]Disputes and feedback [footnoteRef:25]relating to applications for this program, or other complaints involving the department during the currency of the program can be made  on the website..[footnoteRef:26] [25:  https://dcdd.nt.gov.au/contacts/feedback]  [26:  Submit your feedback | Department of Corporate and Digital Development] 

[bookmark: _Toc209703378]Duration of the program 	
[bookmark: _Toc209703379]Changes to the program 
The department reserves the right to: 
a) vary the program guidelines, terms and conditions, the eligibility criteria or any other documented rule or procedure relating to the program at any time; and 
b) accept or reject any application for participation in the program in its absolute discretion 
c) cease the program at any time should NT Government’s policy change. 
[bookmark: _Toc209703380] Termination of the program 
This program is ongoing and will end at such time as is determined by the NT Government. 
[bookmark: _Toc209703381]Disputes and complaints 
The department is not responsible for resolving any disputes between recipients and providers. 
Recipients and providers must conduct their own due diligence regarding their contract to carry out eligible services. 
Consumer Affairs can be contacted on 1800 019 319 or go to their website to find information on dispute resolution[footnoteRef:27].  [27:  https://consumeraffairs.nt.gov.au/] 

The department gives no warranty that these recipients will be able to resolve disputes. If a dispute cannot be resolved in these forums the parties to the dispute will need to take independent legal advice. 
For disputes and complaints relating to applications for registration, applications for grant funding, the eligible service provider or the eligible recipient can contact the department[footnoteRef:28]. [28:  https://dcdd.nt.gov.au/contacts/feedback] 

[bookmark: _Toc209703382]Key definitions
Agreement means a legally binding funding agreement with the NT Government and a successful grant applicant.
Approved service provider means service providers who have successfully applied to be an approved service provider and been successful.
Acquittal is a formal condition of NT Government funding and ensures the obligations of both parties (grant recipient and NT Government) have been met in accordance with the terms of a grant agreement. Acquitting a grant involves a grant recipient providing information which accurately details the outcome of the funded activity, including a report detailing how the monies were spent.   
Co-contribution ratio is 50% by the eligible recipient and 50% by the department, unless otherwise specified by the department.
Conflict of Interest means when you have a conflict between your personal and professional duties or associations in relation to this grant.
Cyber Invest Plan proposal means the application for grant funding as submitted by the Grant applicant in accordance with the requirements specified in the GrantsNT portal.
Department means the NT Government, Department of Corporate and Digital Development.
Deregistration from program
Deregistration from the program means formally withdrawing a service provider’s approval and / or listing in the program. 
Deregistered service provider details will be removed from the list service providers. 
Eligible recipients will not be able to receive eligible services through deregistered service providers. 
Eligible recipient
An eligible recipient is a business that meets the eligibility criteria as listed in the Cyber Invest Business Program Guidelines. 
Eligible services
Eligible services are services defined as eligible in the Cyber Invest Business Program Guidelines. 
Eligible service provider:
a) is a Territory Enterprise; and
b) is a legal entity (a natural person or an incorporated entity); and
c) holds a valid Australian Business Number (ABN); and
d) hold a current Public Liability Insurance and / or Professional Indemnity Insurance policy; and
e) is able to demonstrate relevant prior business expertise in the relevant categories under the program for a minimum of 12 months; and
f) have an active organisation profile on GrantsNT and successfully register with the department to be part of the program; and
g) has and will maintain during the course of the program all relevant business, occupation and related permits, licences and insurance coverage required to undertake work in connection with the program.
Evidence of works completed
Evidence of works completed are used to confirm that the service provider has met the grant applicant’s business needs as per the quotation and determine value for money. The department may request more information if the supplied evidence is not sufficient.
GST
Goods and Services Tax
NT
Northern Territory
NT Government
Northern Territory Government
Professional reference
A professional reference is a written statement from a small business client who you have previously worked with, highlighting the quality of your services, professionalism, and overall satisfaction. Written references must be verifiable by your referee.
Program 
The Cyber Invest Business Program.
Registration
Registration is a process of application and assessment. Registration is completed with a successful outcome from an assessment.
Related entity
a. In the case of a company, a related entity within the meaning of section 50AAA of the Corporations Act 2001 (Cth), and directors, officers and shareholders of the company and / or a related entity; 
b. In the case of other incorporated bodies, a member of the board of management of that body or other person that is in a position of influence in respect of decision making of that body; and 
c. In the case of unincorporated bodies, includes sole traders, members of a partnership, joint venturers, and members of the management committee.
Related party
A person, associated or connected (actual, potential or perceived) because of any of the following:
a. they are a related entity
b. of a family relationship
c. of a business partnership
d. one is a company, and the other is a director or manager of the company
e. one is a private company, and the other is a shareholder in the company, or
f. a chain of relationships can be traced between them or their family members under one or more of the above sub-paragraphs.
Relationship (family)
A person connected to you by family (e.g. parents, siblings, aunts, uncles, cousins).
Service provider
A service provider is a company or individual that provides services to this program to others. 
Suspension from program
Suspension from the program means temporarily withdrawing your participation or in the program as a service provider. 
Suspended service provider details will be hidden from the list of service providers. 
Eligible recipients will not be able to receive eligible services from a suspended service provider. 
Suspensions will include a list of terms required to be met before the suspension is removed. 
Territory Enterprise is a business that satisfies all the following:
a) is a legal entity (a natural person or an incorporated entity), with or without a registered business name, and
b) holds a valid Australian Business Number, and
c) operating in the NT - the enterprise is currently engaged in productive activities (i.e. production of goods or delivery of suppliers) within the NT, and
d) significant permanent presence - the enterprise maintains an office, manufacturing facilities or other permanent base within the NT, and
e) employs NT residents.
Quote means a written quotation, agreement or contract for the conduct of eligible services between an eligible recipient and an eligible supplier.
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